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Abstract—Although the popular BitTorrent protocol strives We have modified an existing BitTorrent implementation
to limit free-riding via its tit-for-tat incentives, recent research tg incorporate our team protocol and evaluated its impact on
efforts have shown that it does not strictly enforce fairnes. Free- contributing and free-riding peers alike, by running reaie-

riding opportunities indeed exist, mainly via optimistic unchokes, . . . . .
a BitTorrent mechanism that facilitates the continuous digovery iments with different configurations on a controlled Plasakt

of better peers to interact with. Our results in this work also show testbed. These include setups with peer upload capacities

that increasing numbers of free-riders can considerably hua the  derived from measurements of real BitTorrent swarms [16].

performance of compliant peers. Our results demonstrate that free-riders are able to attain
In an effort to address this problem, this paper proposes gjgpjficantly lower download rates in the presence of teams,

a BitTorrent-like protocol that dynamically organizes pees of . -
similar upload bandwidth in teams— groups of peers col- &S compared to the original protocol, while at the same

laborating for mutual benefit. Team members mostly satisfy time the performance of contributing peers improves sljght
their data download needs inside their team and only perform In particular, we show that the team protocol exhibits the
optimistic unchokes when absolutely necessary. We show tha following properties.

as a result, the team protocol improves peer performance via
explicit cooperation within teams. At the same time, it limis
bandwidth spent on optimistic unchokes, thereby renderingthe
system more robust against free-riders.

We have modified an existing BitTorrent implementation to
implement the team protocol and have evaluated its impact by
running real experiments on a controlled PlanetLab testbed
Our results show that the protocol enables slightly improve
performance for compliant peers, while free-riders are unle to

1) it provides incentives for contributing peers to join a
team by rewarding them with improved download rates
compared to being independent.

2) it discourages free-riding by limiting the number of op-
timistic unchokes, thereby directly hurting free-riderpe
formance.

3) it results in a more robust system: increasing numbers

sustain high download rates, as compared to regular BitTorent.
In addition, we observe a higher degree of robustness: incesing
numbers of free-riders in the system have a significantly loer

of free-riders have a significantly lower negative impact
on the performance of contributing peers, as compared to
regular BitTorrent.

negative impact on the performance of contributing peers. — . .
g P P ap We also justify our protocol design and parameter choices

by developing an analytical model that describes peeranter
i tions in the presence of teams. Based on this model and game
The popular BitTorrent (BT) protocol [5] for peer-to-peetheqry, we prove that the dominant strategy of a rationat pee

content distribution strives to ensure fairness: client®wlo in a team-enhanced BitTorrent system is to be a contributing
not contribute data to the system should not be able to ahig¥am member, thus providing a clear incentive to join teams.

high download throughput. However, it has been recently The rest of this paper is organized as follows. Section I
demonstrated (e.g., [11], [12], [16], [20]) that BitTorteioes , qyides a brief description of BitTorrent. Section Il the

not strictly enforce faimess, and that free-riding oppoities jegscribes the design of the team protocol, while Section IV
indeed exist. Such free-riders might significantly hurt thgresents the analytical model that has guided this design. W
performance of compliant peers, a hypothesis validatediby Qjiscyss some implementation details in Section V, and then

experimental results. present the results of our PlanetLab experiments in Sedtion

~ One major way for a peer to obtain data without uploaq-astly, Section VII sets our approach in the context of emlat
ing to others is via so-calleaptimistic unchokgsa Bit- \york and Section VIII concludes.

Torrent mechanism that facilitates the continuous disgove
of better peers to interact with. Despite this shortcoming, Il. BITTORRENTOVERVIEW
optimistic unchokes have been shown to greatly contribuite t BitTorrent is a popular peer-to-peer content distribution
BitTorrent’s robustness [11], making them difficult to rapé. protocol that has been shown to scale well with the number of
This paper proposes exactly such an alternative mechanigarticipating clients. Prior to distribution, the contéentlivided
that mostly obviates the need for optimistic unchokes in Biinto multiple pieces while each piece is further divided into
Torrent, while improving fairness and system robustness. Qmultiple subpieces A metainfo file containing information
approach advocates dynamically organizing peers of simileecessary for initiating the download process is then ecelay
upload bandwidth inteams— groups of peers collaboratingthe content provider. This information includes SHA-1 hessh
for mutual benefit. Team members mostly satisfy their datar each piece—which are used to verify received data—
download needs within their team and only perform optiristiand the address of theacker, a centralized component that
unchokes when absolutely necessary. facilitates peer discovery.

I. INTRODUCTION
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In order to join aorrent (or swarm)—the collection of peers To achieve these goals, we design the team protocol to éxhibi
participating in the download of a particular content—auti the following properties.
retrieves the metainfo file out of band, usually from a Web . it enables a peer to find a team of other peers with similar
site. It then contacts the tracker who responds withear upload bandwidth, and provides that peer with a clear
setof randomly selected peers currently online. These might incentive to join the team, by rewarding it with improved
include bothseedswho already have the entire contentand are  download rates compared to being independent.
sharing it with others, aniéecherswho are still in the process  , it discourages free-riding by significantly limiting the
of downloading. The new client can then start contactingpee  number of optimistic unchokes team members perform,
in this set and request data. thereby directly hurting free-riders’ performance.

Most clients nowadays implementrarest-first policy for « it enables team members to collectively detect and punish
piece requests: they first ask for those pieces that exist at free-riders inside their team.

the smallest number of peers in their peer set. AlthoughThe protocol comprises three main parts: the process by
peers always just exchange subpieces with each other, th@ch teams are formed, the algorithm peers use to decide

only make data available in the form of complete piecegiho to unchoke, and the detection and punishment of free-
after downloading all subpieces of a piece, a peer notifiggers. We describe these in turn.

all others in its peer set using laave message. Peers are )

additionally able to determine which pieces others havedad®: 1€am Formation

on abitfield message exchanged upon the establishment of newream formation is centrally coordinated by the tracker,

connections, containing a bitmap denoting piece possessiowho decides how to allocate peers into teams based on their
Regarding who to exchange data with, leechers indepevailable upload bandwidth. It makes this decision based

dently make such decisions by executing tbleoking al- on the following procedure. Every team has to satisfy the

gorithm which gives preference to those who upload dagendition =2 < (1 + ), where therange factorparameter

to the given leecher at the highest rate (this is sometimes [0, 1] defines the allowable range of upload bandwidth for

referred to agit-for-tat). In particular, once paechoke period peers belonging to the given teai;, .. and U, are the

typically every ten seconds, a leecher considers the riegeivupload bandwidths of the fastest and slowest team member

data rates from all leechers in its peer set. It then picks o@spectively. Thus, to assign a pgeémwith upload bandwidth

the fastest ones and only uploads to those for the durationld# to a team, the tracker makes sure that the following two

the period. In BitTorrent parlance, a pagichokeshe fastest range factor conditionsire satisfied:

uploaders via aegular unchokeand chokes all the rest. The U

number of peers to unchoker{choke slofsdepends on the Up < Upin-(1+z), and Up > (1)
implementation; it may be fixed or it might depend on the (1+2)
available upload bandwidth. As a result, the slowest team member can be slower than

Seeds, who do not need to download any pieces, folldfie fastest team member by at most a factot-efr. Given an
a different unchoke strategy. Some implementations urehckPpropriate selection of, this ensures that all team members
those leechers thabwnloaddata at the highest rates, in ordepave similar upload bandwidth. There is of course a tradle-of
to better utilize seed capacity. Others, including the ome vinvolved in the value ofc. It should not be too large, as fast
use for our experiments, unchoke leechers in a round-robgam members will then suffer from interacting with much
manner striving to distribute data uniformly. slower team members. It should not be too small either, as
In addition to regular unchokes, one leecher is periogicafihat could cause the creation of many small-sized teams. We
selected at random for amptimistic unchokeThis enables discuss a concrete method of calculating a good valuex for
the continuous discovery of better peers to interact witi ain Section V-B. .
also enables new leechers, who do not have any pieces yel/Ve define dull teamto be a team witti” members, where
to download some data to start trading with others. Optimist!' S @ fixed constant that depends on the number of available
unchokes are typically rotated every three rechoke petiodsunchoke slots at peers. For our PlanetLab experiments, for

allow time for leechers to demonstrate cooperative behavidnstance, we set this td, which is the default number of
unchoke slots for the BitTorrent implementation we use. A

matching teanfor a peer: is simply a team that is not full
whose bandwidth range includés upload bandwidth.

We now present the design of the team protocol, which In order to thwart free-riding attempts targeted at the new
augments BitTorrent with the notion dkams—groups of mechanisms the team protocol introduces, the tracker ezgor
peers with similar upload bandwidth collaborating for naltu certain rules for a peer joining a team. First, it imposesrit i
benefit. The main goal of the protocol is to improve peean the frequency of switching from one team to another, by
performance via explicit cooperation, in addition to the ti keeping the history of team joins for each peer in the system
for-tat choking algorithm already employed by BitTorreAt. for a short time period. In this manner, a peer can only join a
the same time, it aims to limit bandwidth spent on randofixed number of different teams within a given time interval.
optimistic unchokes, a major opportunity for free-ridir®0]. In addition, a peer is not allowed to join a team if it has been

IIl. DESIGN
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2> member by the rest of the team.
1 } B. Unchoking Decisions
wiling o a team 47 c Once in a team, a leecher has to periodically decide which
&5 tracker peers to unchoke. In regular BitTorrent, this decision islena
1. P sends a join-team message to the tracker.

based on two separate strategies, the regular unchoking alg

2. The tracker responds with team identifier and list of team members.

eocher @ 3. sends a join-announcement tits teammembers. rithm and optimistic unchokes. The former guides a leecher
member of a team 4, 5. Team members verify with the tracker that P belongs to their team. ) .
6. Team mermbers add P 10 their team. to unchoke those that upload data at the highest rates, while
the latter selects peers at random, independently of their
Fig. 1. Message flow for the team formation process contributions. Our team protocol extends these with a third

team unchokestrategy, which dictates that a team member
should always unchoke all members of its team. The rationale
found non-compliant with the team protocol in the recent,pass that team members should upload to other team members
e.g., if it lied about its upload bandwidth. In such a casis, whenever possible, in order to maximize team performance.
blacklisted by the tracker and is not allowed to participate At the same time, at least one regular unchoke is performed
teams. We describe in Section 1II-C how such non-compliaiet an external peer to avoid isolating the team from the rest
peers can be detected. of the swarm; external interactions are required to intoedu
The team formation process is shown in Figure 1. new content pieces into the team. Uploading via optimistic
Step 1.A leecher P who wishes to join a team needs tg/nchokes is performed only as a last resort, when a leecher
estimate its own available upload bandwidth. This can K@s no data other team members are missing and thus cannot

done either by simply consulting the upload limit set byPload to them. _ _
the user, or by monitoring its own uploads during a short ASSUming that there ares available unchoke slots in total,

initial measurement period. The leecher then sengsira the combined unchoke decision algorithm is as follows.
teammessage to the tracker (separately from the regular initieP 1 (team unchokes)A leecher who belongs to a team
BitTorrent message), which includes this estimated badthwi Strives to satisfy as many of its team members as possible.
Step 2.Upon receiving such a message, the tracker chec®§ denote the number of unchoke slots reserved for team
whether the given leecher is blacklisted due to misbehanior Members as a function of time withr(¢), where0 < nr(f) <

has exceeded the limit on the frequency of switching teanfss — 1, Since that a leecher always reserves at least one slot
If none of these is true, the tracker looks for a matchink%r regular unchokes to external peers. Note that the teaen si
team for the leecher. If more than one are found, the trackerthen becomes equal tes. If a peer isindependent.e., not
selects the team that minimizes the bandwidth differenc@dnember of a team, theny(t) = 0. o
between team members, i.e., the one withinyd(P,T), Step 2 (optimistic unchokes)A leecher pgrforms optimistic
whered(P,T) = ﬁ S prer |Up — Up|. If the tracker cannot unchokes to external peers with probability
find a matching team, it creates a new team for the leecher. It Pt — P ng —np(t) — 1 @)
then sends back in-team responséhat includes a unique r(t) = Fo ng — 1

team identifier and a list of the other team members. whereP, is the probability for an optimistic unchoke in regular
Step 3. Upon receiving the response from the tracker, thgitTorrent, which depends on the implementation. We denote
leecher sends goin-announcemento all team members, with no(t) the number of slots used for optimistic unchokes
notifying them of its wish to join their team. as a function of time.

Step 4.A team member receiving a join-announcement mestep 3 (Regular unchokes)For the rest of the unchoke slots
sage verifies its validity by sending@in-verificationmessage (ns — np(t) — no(t)), a leecher selects the peers with the
to the tracker with the announcing leecher’s identifier (peenighest uploading rates to itself that were not selectezhély.

in BitTorrent are uniquely identified by strings chosen by Note that the probability?; of independent leechers to
peers themselves). This step prevents malicious peers frpatform optimistic unchokes is the same in the team protocol
circumventing the previous protocol steps in an attempt & in regular BitTorrent (fomr = 0, Pr = P,). However,

join an arbitrary team. for team members, this probability decreases as more team
Step 5.Upon getting a join-verification message, the track@hembers are served.{ increases). Those who can serve all
checks if its sender and the announcing leecher contained@ir team members at the same time perform no optimistic
the message should indeed belong to the same team, angniéhokes at all (fon; = ng — 1, Pr = 0).

so, sends an affirmative response. Based on the design of this unchoking algorithm, we expect
Step 6. Upon receiving such a response, the team membhgrko have two effects.

adds the announcing leecher to its team. Otherwise, it @10!‘ 1) team member performance should be improved, as there

the join-announcement message. are now peers who make it their priority to serve them.
This process ensures that leechers can only join teams aft@) the total number of optimistic unchokes in the system
the approval by the tracker. It is also robust to malicioasrte should be reduced, thereby directly hurting free-riders

members, who can in no way cause the acceptance of a new who critically depend on such unchokes to obtain data.
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Our experimental evaluation results bear out both theatso find it to be unsatisfactory, they too send an unsatisfied
hypotheses. In a senségeams mostly replace BitTorrent'smessage to all other team members (excludjng
optimistic unchoke mechanisas the means of discovering Once a team member receives unsatisfied messages from
better partners. Having the guarantee of other leechets wite majority of its team, it sends an unsatisfied message to
similar upload bandwidth willing to upload to them, teanthe tracker, who keeps count of how many such messages it
members no longer need to explore the network as much. receives. If this count exceeds half of the size of the team,
C. Detection and Punishment the trgcker procee_ds to remove pe’gfrom the_ t_eam and

adds it to a blacklist. This prevents it from joining another

So far we have assumed that all peers follow the team profga , for 4 given period of time. Note that a single malicious
col in a complicant manner. We_now describe mechanisms tl{l@ém member can in no way cause another team member
can be used to detect and punish team members who attegpfe piackiisted. Only a collusion of at least half the team

to circumvent the protocol for their benefit. A compliantitea e mpers can achieve that, in which case compliant leechers
memb_er can per!odlcally execute the following steps tofyeri, ;g arguably leave the team on their own due to the team
compliant behavior by other team members. satisfaction examination.

Step 1 (self upload examination)Every team member keeps \yhen placklisting a team member, the tracker also replies

track of the total amount of data it downloaded from ang, i 1o the unsatisfied team members withumishmessage
uploaded to all other tgam members. We denote _these Withich they then proceed to forward to the rest of their team,
Di(t) andU;(t) respectively for a .te.ar.n memb_erat tlme L. including peeri, effectively notifying it of its expulsion. This
Every team member then checks if it is providing Sat'Sf@Ct%rocess of forwarding messages is necessary, becausee unli

; . Dt €SS .
service to others by verifying that the conditighy < (1+7) (oam members, the tracker does not maintain open connsction

is true for the majority of its team members 8this conditiofith a1 leechers in the team. The compliant team members

follows from Equation 1). If the condition is false, a congit  omoye peeri from their local team list upon receiving a
leecher sends ave-teanmessage to its team, ands@itch- 1 hish message from at least half the team or from the tracker
teammessage to the tracker to switch to another team thgce teams are typically small, the communication ovethea

is more appropriate for its upload bandwidth. This messagge nunishment procedure should not be prohibitive, kit w
includes the leecher’s upload bandwidth, like the init@h} 5.0 siill in the process of evaluating this.

team message.
Step 2 (team upload examination)Moreover, every team IV. ANALYTICAL MODEL

member examines other members’ upload rates to verify thefye have validated the protocol design presented in the
are not lower than expected (every team membéas 10 ,e\ious section both via analysis and by running real ex-

satisfy the condition% < (1+x)). If this is not the case, periments on a controlled testbed. The analytical model we
the team member executes the punishment process, describegh geveloped describes peer interactions in the presence
below, to attempt to expel peerfrom its team. of teams as a repeated game with rational players. This
Step 3 (team satisfaction examination)Even without free- section presents this model and demonstrates that the dotnin
riders in a team, a leecher might still not be satisfied willyateqy of a leecher in a team-aware BitTorrent system is to

the team's performance. This can happen either becausepifs, contributing team member. The next section presents our
available upload bandwidth has increased since joining tg?ﬁerimental results.

team, or because other team members did not concur to punis
a peer that did not satisfy step 2. Thus, the peer can ako Optimistic Unchoke Probability

determine its satisfaction with the team as a whole by cimecki \we assume that all teams in the system have the same

T—1 . ) )
whether% < (1 + ). If this is false, the peer cansize T' (enforced by the tracker), and that all contributing

send a switch-team message to the tracker to switch teamieechers have the same total number of unchoke sigts
Note that the execution intervals for steps 2 and 3 shoulhich is a good approximation for most implementations).
be longer than that for step 1, to allow team members to addition, a leecher belonging to a team with at least
leave their team if they cannot upload fast enough befor®o members is considered a team member, otherwise it is
being blacklisted. However, it should not be too long, sconsidered an independent leecher or free-rider, depgndin
as to allow free-riders to abuse team unchokes before bemmyits strategy choice. We defingr,,,, to be the maximum
detected. Determining the optimal values for these pamrmetnumber of unchoke slots that can be taken up by a leecher’s
is the subject of ongoing work. team members, and, as we explained,,, =ns—1=T-1.
Punishment processThe punishment process can be invoke@iven the unchoking decision algorithm (Section 1l1-B) aif
by any team membej for another team membérif j is not contributing leechers belong to teams and all of them careser
satisfied with the upload rate it is getting framand the team all their team members at time then the probability for an
is not already in the process of deciding whether to exp& optimistic unchoke by any peer in the system at that time will
initiate the process; sendunsatisfiednessages abouto its be0. As a result, free-riders will not be able to receive any data
team members (excluding. Upon receiving these messagesyia optimistic unchokes and will only be able to downloadedat

peers execute the team upload examinationi,and, if they from seeds, thereby achieving significantly lower download
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T bandwidth range factor : ; : : : : ;
T size of the team tha Ieechebelongs T close to0. For mstlance, a typical piece size in BitTorrent is
prym Total number of unchoke sots 256 kB and a typical value fong is 4, which would make
nr(t) number of unchoke slots taken up nr,.. = 3. In addition, P is typically 0.25. Given these
by team members at ime(ny < ns — 1) parameters, a 100 MB file will consist of 400 pieces, giving
no(t) number of unchoke slots used for opt. unchokes . -
Py probability for an opt. unchoke in original BitTorrent us Pr < 0.015. S|m|lar|y' for a 1 GB file,Pr < 0.002.
Pr probability for an opt. unchoke by a team member|
K total number of pieces of the content B. The Game
Prasai(is ) plrlotk;]ablll_ty of I?rfcthlen hha\_/'ﬂf Having proven that the probability of optimistic unchokes
a € pieces that leechgrnas H H :
T, Uity function of peer? by team members |s_low, we now turn to incentives. _
s upload capacity of peer Definition. We describe the process of distributing a given
R punishment duration (in rechoke periods) content as an infinitely repeated game with rational partici
0 future discount factor for punishment pants and punishment [14]. The players (leechers) repgated
TABLE | engage in rounds and choose their actions simultaneously. A

MODEL NOTATION player can follow one of the following four strategies.

1) an independent peer:a contributing leecher who does
not belong to a team.

rates. We will now prove that the probability for this to occu 2) @ free-rider: an independent peer who does not upload
in a team-aware BitTorrent system is very high. data to others.

Similarly to Qiuet al.[17], we assume that: 3) an honest team membera player who joins a team and
Al.If K is the total number of content pieces, the number follows the protocol rules, e.g., reports its correct uploa
of pieces each leecher has will be uniformly distributed in  bandwidth to the tracker.

[0, ..., K —1], due to the random arrival of peers to the network.4) @ dishonest team membera player who joins a team,

A2. Let k; denote a random variable representing the number but does not follow the protocol rules, e.g., lies about its
of pieces a given leechérhas. Thesek; pieces would then upload capacity.

be chosen randomly from the set of all content pieces. Asecher Utility Function. We define the utility function of
shown by Daleet al. [6], this is a reasonable assumption, ateecheri to be the average download rate from all other
BitTorrent peers typically follow a rarest-first piece s#ien leecherslU; = d;. Note here that there should also be a term
policy, which is effective in replicating pieces uniformly expressing downloads from the seeds. As this term does not
depend on the existence of teams, we can safely ignore it for
e rest of the analysis.

Fan et al. [8] have already expressed the leecher utility

function for the original BitTorrent protocol as a combiioat
Proof: The probability in question is given by Equation 20f the regular (selective, as they call it) and the optirnigtion-

with P, and ng given constants. In order then to showdiscriminative) unchoke policy. Our protocol adds yet &eot

that Pr — 0 with high probability, we need to show thatterm due to the team unchoke policy. Thus, the utility funricti

ny — ng —1 = ng,., with high probability. Let us of a leecher will be

define Prasai(i,j) the probability that team membeérhas

all the content pieces that team membemhas, so thatj

cannot upload anything of interest tpand thus might have Due to the way team formation works, and given a credible

to perform an optimistic unchoke instead. Qat al. [17] punishment mechanism inside a team, we can assume that all

have already shown thaPqsai(i,j) =~ lo}‘iK, under the team members have a similar uploading capagjtyand that

assumptions stated above. Thus, the probability that a tettmy distribute this capacity uniformly over all their urodte

member is able to upload to all other team members at tirats. In addition, we assume that a leecher’s download-band

tis P(ny = nr,,,,) ~ (1 — )1 A team member width is greater than or equal to its upload bandwidth, which

performs an optimistic unchoke when it cannot serve all othis typically the case in real torrents. Each team member will

team members simultaneously. This occurs with probabilitythen be served with approximate probability — “’%K) by

1 each of the other team memberE { 1 in total) and will

Theorem IV.1. Under assumptions Al and A2, a team me
ber’s probability of performing an optimistic unchokg — 0
as K — oo, with high probability.

U; = d;(regular) + d;(optimistic) + d;(team)  (4)

ng —nNr —
Pr = Plnr#ng,,,)- PosniT1 enjoy a download rate 01“— from each team member. As a
5 —
result, the team polic term will be
< P(nr #nn,,.) P POy -
logK ., d. ~ (1o 98 oy B

~ (1 _ (1 _ —K ) tnzam) . PO (3) dl(team) ~ (1 K ) (T 1) N (5)
wheren is the average value efy. Therefore, as the numberLet us defineP;; = (1 — lOI"(K) - (T — 1)+ . Py not
of content pieces increasds$ing .o Pr — 0. B only describes the download rate a Ieecher enjoys from its

Note that, even for smaller values éf, the probabilityPr team members, but also represents the percentage of upload
for a team member to perform an optimistic unchoke is stitlandwidth it spends on those team members.
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Fan et al. [8] have shown that, for regular unchokes, thenember. Therefore, there is a unique Nash Equilibrium (NE)
download bandwidth of a leecher is approximately equalgto iivhen all team members follow the honest strategy.
upload bandwidth, i.ed; ~ u;. The percentage of the upload
bandwidth dedicated to regular unchokeslis- Py, — Pr.
Therefore, the regular unchoke term will be

Proof: In order to prove this, we need to show that the
utility of an honest team member is always higher than with
any other strategy. From Equation 3 we can see that for values

di(regular) ~ (1 — Py — Pr) - u; (6) of K >3, Pr < Po with high probability. Therefore, the
utility of an independent leechér(U;(IL) = (1 — Py) - u; +
From Equations 4, 5, and 6, the utility function of teand;(optimistic)) will always be lower than the utility of an hon-
member: will therefore be est team membetf;(hones} = (1 — Pr) - u; + d;(optimistic).
Moreover, we assume that the punishment mechanism con-
stitutes a credible threat and must therefore satisfy Bou&t

On the other hand, for a free-rider who does not upload an‘gherefore, the utility of a dishonest team member will algo b

thing and does not belong to a tealfls g = drr(Optimistic). lower than the utility of an honest one.

Also, the utility function of an independent leecher will be. Finally, the utility of a free-rider will beU;(FR) <
~ (1 — Py) - u; + dry(optimistic). Note that the d; (optimistic) +dr, since a free-rider might try to join a team.

U, =~ o . i
optimistic unchoke yieldd; (optimistic) is not sensitive to a 11iS IS again lower than the utility of an honest team member,
(1 — Pr) - u; > dr due to the satisfaction condition of

peer’s strategy, but is based on random selection among %ll€€{ , ,
peers. Equation 8. As a result, being an honest team member will

The detection and punishment mechanism presented in ﬁ@rd a leecher a higher utility than being a free-rider.

previous section can be used to prevent free-riding inside a'/e can thus conclude that the dominant strategy in the game

team. More specifically, punishment was defined as expellifﬁﬁo be an honest team member, and that there is a unique NE

a leecher from a team and preventing it from joining an‘f}' en all leechers follow the honest team member strat.egy.

other team for a fixed number @ rounds (rechoke periods).

R should be long enough to decrease a free-rider’s utility Vv
and therefore make the punishment credible as a threat. In

particular, the utility of a dishonest team member should The analytical model gives us confidence that teams will
always be lower than that of a contributor. To examine wheth@deed limit free-riding in a real BitTorrent system. To ex-
this is true in our model, we define the following variablés. amine this claim, we have modified existing open-source
is the download rate of a leecher due to its participation inBitTorrent client and tracker implementations to realipe t
team during a single roundj;[0..R] is the cumulative utility t€am protocol. This section discusses interesting aspEcts
from time O to timeR, and§ € [0,1] is a future discount OUr prototypes and justifies our protocol parameter choices
factor, which expresses how important future contribution& Client

from others are to the utility of a leecher. (e.g., the closér

§ is to 0 the less future contributions are valued). In our case, Our team-aware BitTorrent client is based on Enhanced
¢ should be close td, as every piece of the content carries theTorrent, version 3.2 [7]. We added code to enable the dieent
same importance. Therefore, based on the folk theoremifi4]fun inteam modgin which it follows the honest team member
order for the punishment to be credible, the following eiprat strategy. The client can also run regular mode in which

U; = (1 — Pr) - u; + d;(optimistic). (7

. IMPLEMENTATION

should be satisfied. it simply behaves as an independent peer, ofrée-riding
mode where it remains independent and does not upload any
Ui(dishonest team member)[0..R] data at all. We also added functionality for a team member
1 R to maintain state about its team, including the team identifi

= R—_H(dT + Y (1 = Py) - u; + ds(optimistic))  and other members’ uploading history. We have also extended
j=1 the BitTorrent peer protocol with the following messages.
1 . - o « join-team requestsent by a leecher to the tracker in order
S Ri1 Z 07((1 = Pr) - u; + d;(optimistic)) to join a team (contains the leecher’s upload bandwidth)
g=0 « join-team responsesent back by the tracker (contains the
team identifier and the list of team members)
« join-team announcemergent by a prospective leecher to
team members
« join-verification requestsent by a team member to the
tracker to verify the joining of a prospective leecher
(contains the leecher’s identifier)
« join-verification responsesent by the tracker back to a
Theorem IV.2. The dominant strategy of a rational leecher = team member verifying the prospective leecher is allowed
in a team-aware BitTorrent system is to be an honest team to join the team (contains the leecher’s identifier)

R

= Uj(honest team member)[0..R] (8)

So we see that a credible punishment will always lead to
a lower utility for a dishonest team member compared to an
honest contributing peer.

Nash Equilibrium.
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All in all, we added 988 non-comment lines of code toA. Methodology

Enhanced CTorrent, while we did not need to remove Or\ye ran all our experiments on the PlanetLab experimental
modify any of the existing code. platform [1], utilizing nodes spread across the globe. €hes
For our experiments presented in the next section, W@des are typically not behind NATs or firewalls, so these
use the default client parameters, unless otherwise specCifieffects are not represented in our results, although we tlo no
Enhanced CTorrent usesla-second rechoke period, and ophelieve the conclusions we draw are predicated on that fact.
timistic unchokes are rotated every three rechoke peribas. \we always execute all runs of an experiment consecutively in
number of unchoke slotss has a minimum value of, from time on the same set of machines.
which one is always devoted to optimistic unchokes in regula we ran extensive sets of experiments with content of dif-
mode. When running in team mode, the number of optimistgrent sizes, different numbers of leechers (24, 48), diffe
unchokes is determined by our unchoking decision algortithfymbers of free-riders (4, 8, 16, and 24), different leecher
In particular, a single optimistic unchoke is performedrgve ypjoad rates (20kB/s, 50kB/s, and 100kB/s), and different
three rechoke periods with probability given by Equation 2.percentages of peers belonging to teams. We report here
Although fully functional, our prototype currently has €errepresentative results for a 71 MB file divided into 284 pgce
tain limitations. Most notably, the detection and punishineeach of size 256 kB (making = 284), which demonstrate
mechanism described in Section I1I-C is still under develogur main conclusions. Unless otherwise specified, we use the
ment. This mechanism is designed to limit the benefit fregefault CTorrent client parameters.
riders can get from joining a team by selecting appropriate All leechers start the download process at the same time,
parameter values, such as the execution intervals for éaph smulating a flash crowd scenario, and leave the network once
and the period a peer is blacklisted. Determining the optim@ey have downloaded the entire content. The initial se&ys s
values for these parameters is the subject of ongoing workgonnected for the duration of the experiment. The available
bandwidth of PlanetLab nodes is relatively high for typical
B. Tracker BitTorrent peers. We define upload limits on the leechers and

Our tracker is based on BNBT EasyTracker, versiopeeds to model more realistic scenarios, but do not define any
7.7r3 [2]. We augmented the message classifier inside @@wnload limits to observe the effect of our protocol on geer
tracker to support the new protocol messages. We also ad@éwnload rates.
functionality to_manage the inforr_natio_n_ for _aII teams in thg Results
system, which includes the team identifier, list of team mem- . I ,
bers, and additional data, such as members’ upload barfdwidt we Iook_at c9mparat|ve result; for contrlbutmg_leechers
All'in all, we added522 non-comment lines of code and didand free-riders pe-_rformar!ce, in_order to va|_|date the
not remove or modify any existing code. hypotheses stated in Section I. We also examine system

. - robustness when increasing the number of free-riders.
Since Enhanced CTorrent uses a minimumdofinchoke Finally, we additionally test our protocol using an emgatic
slots, the tracker sets the maximum team diz® 4 as well, Y, y P 9

for all teams in the system. To select the value of the rangB'etTOrrent upload capacity distribution [16].

factorx, we use an empirical peer upload capacity distributi(%i

derived from measurements of real BitTorrent swarms [1
Given the size of the networly, the maximum team size, o .
enhanced system where all leechers join teams of $ize

and the up_Ioad capacity distribution, we can ca_lcu;lratlased This experiment involves 50 PlanetLab nodes, 2 seeds and 48
on the desireg, the percentage of peers that will be membeﬁrs

of full teams (for multiple-tracker swarms, the trackersiico eechers, 8 of whom are freg-rlders. All contributing leersh
- . . .~ _have 50 kB/s upload bandwidth. For each leecher, we draw
periodically communicate with each other to collabordyive

calculate the size of the network). two boxplots [18] corresponding to the two scenarios. The

.top and bottom of each box represent thgth and 25th
For the team protocol to work well, the tracker should aim ' .

. . . percentile download rates over all 5 runs of the experiment.
to keepp; as high as possible. For instance, fr= 4, and

N = 500, by settngs = 0.05, we gelpy = 93%. for N=iooo, - g & TEER TP LB Bt 2 T8 TS B amam and
we getpy = 94% by settingz = 0.03, while for N=200, we

getp; — 93% by settingz — 0.09. In our experiments with 51 minimum values respectively (within the high and low ranges

peers, we set — 0.1, which results inp; — 90%. Therefore, extend_ingl.5 _times the box he_igh_t from the box boundaries).
within a given team, the slowest member was at most slowpe(r)tentlal outliers are marked |nd|_V|duaIIy.
by 10% than the fas’test member . We observe that thdownload time for all team.members
' improves byl0% — 26%, as measured by the median. Down-
loading from team members consistently enables a leecher
to maintain high download rates. Looking at the amount of
We now turn to real experiments to validate the propertiegploaded data for each contributor leecher in the two s@asar
of the team protocol. We first describe our experimentale observe thas5 of the contributors upload less when they

methodology and then discuss the results. are in teams. In particulaB2 of them upload at least0%

ontributor Performance. Figure 2 shows leechers’ down-
yad completion time both in regular BitTorrent and in a team

V1. EXPERIMENTAL EVALUATION
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Fig. 2. Download completion time for contributorsFig. 3. Download completion time for free-ridersFig. 4. Content free-riders download from seeds

less data. This is because team members perform significantilue is averaged over all 5 runs for all 40 contributor
less optimistic unchokes than in regular BitTorrent. leechers. In addition, the dotted line represents the ptage

We also performed experiments where only a fraction of contributors still present in the system at that point in
contributing leechers belong to teams and the rest are intig3e. We observe that the ratio is lower than between the
pendent. As expected, team members in these experimentsdflidn and130th time unit, indicating that very few optimistic
better when the percentage of independent peers increas#éghokes are performed by team members in that period.
while independent peers did slightly worse. This is becau§¥® the other hand, there is clearly a higher probability for
team members spend their upload bandwidth mainly on otregtimistic unchokes by team members during the warm-up
team members, while independent peers receive less dataand endgame periods.
optimistic unchokes.

In summary, we see thahe team protocol provides aSystem RobustnessRobustnesss the degree to which a
clear incentive for contributing leechers to join tegnsince System is able to deliver good service despite the presence
a team member achieves improved performance comparedtdree-riders. In a robust system, increasing numberses-fr
an independent one, while at the same limiting the amount fiders should not be able to significantly affect the perfance
data it needs to upload to others. In addition, this impromeim of contributing leechers.
would be even more pronounced with larger content, which Figure 6 plots the performance of contributing leechers
is typical for BitTorrent swarms. Larger content would éntawith different numbers of free-riders, when all the conttilrs
a higher number of pieces, which, according to Equation Belong to teams, and in regular BitTorrent, when all are in-
will lead to an even lower probability of optimistic unchske dependent. All other experiment parameters remain the same

including the total number of leecher48). We observe that
Free-rider Performance. Figure 3 shows the download com-contributors perform noticeably bettex (15% improvement)
pletion times for free-riders in the same experiment, far thwhen they run as team members. Interestingly, the differenc
two scenarios. We observe thifile existence of teams slowsn performance is more pronounced for higher numbers of
down free-riders by more than 100%his is because free- free-riders. Thereforea team-enhanced system appears to be
riders can no longer take advantage of optimistic unchokds amore robust than regular BitTorrenespecially in the presence
thus have to depend mainly on the two seeds for downloadiafja high percentage of free-riders in the network.
data. Indeed, Figure 4, which plots the percentage of contenFigure 7 examines free-rider performance. Although we
free-riders download from seeds, validates this hyposheséxpect their performance to deteriorate as their percentag
This percentage increases frem10% in regular BitTorrent to increases even in regular BitTorrent, due to the decreased
~ 60% in a team-enhanced system. total upload capacity in the system, we observe that free-

Interestingly, our analytical model predicts an even higheders suffer considerably more in the presence of teams.
percentage of download from seeds, closei®%. This is For instance, when half the leechers are free-riders, they
not the case here since the model only considers a system ireitperience 29% slowdown compared to regular BitTorrent.
steady state, while, in reality, there are warm-up and emeéga
periods, during which contributing leechers may perforneo Empirical upload capacity distribution. In another set of
optimistic unchokes, since they are not able to upload to alperiments we used a scaled upload capacity distribution
their team members at the same time. observed in real BitTorrent systems, as presented in [16].

Figure 5 explains this better by plotting the ratio of th&his distribution was based on empirical measurements of
probability of optimistic unchokes by team members in BitTorrent swarms including more than 300,000 unique IP
team-enhanced system over the same probability in regudaidresses. Our experiments included 51 PlanetLab nodes: 40
BitTorrent (%:), as given by Equation 2, for all 10-seconatontributors with upload capacities drawn from the empiric
intervals (the rechoke period) during the download. Thuistribution, 8 free-riders, and 3 seeds with combined ciypa
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of 128 kB/s serving a 15 MB file. The other experimenalgorithm is not sufficient to prevent systematic freengli
settings remained the same. We compare the results of regalad proposed a new algorithm to enforce fairness in peer
BitTorrent to a team-enhanced system. In the latter, not diita exchanges. Furthermore, Liogkasil.[11] designed and
teams were full due to differences in peer upload rates. implemented three exploits that allow a free-rider to aohie
Our results (not shown here) demonstrate that downlohi@h download rates under specific circumstances. Loeher
times for 76% of the team members improved by up to 33%l. [12] extended those results by demonstrating that limited
as measured by the median of 5 experiment runs. The majofitge-riding is feasible even in the absence of seeds.
of the team members who did not improve their download More recently, Sirivianost al. [20] evaluated an exploit
time were the slowest leechers. In regular BitTorrent thedased on maintaining a larger-than-normal view of the sys-
peers would significantly benefit from optimistic unchokesem, which affords free-riders a much higher probability of
since their upload rate is very slow compared to that of fagiceiving data from seeds and optimistic unchokes. Piatek
contributors and seeds. Regarding free-riders, we obdéned et al. [16] also observed that high-capacity peers typically
the download time for all of them increased by up to 25%. provide low-capacity ones with an unfair share of the conten
They proposed a new choking algorithm that reallocates up-
load bandwidth to maximize peer download rates. Our work
There has been a fair amount of work on the performangiectly addresses one of the most important vulneradsliti
and behavior of BitTorrent systems. We only mention hefgentified in the aforementioned studies, namely explgitin
work that is directly related to BitTorrent’s tit-for-tat¢entives optimistic unchokes to download data for free.
and identified opportunities that can lead to free-riding. Complementary to our approach, some work has attacked
Bram Cohen, the protocol's creator, first described Bithe ability of free-riders to download data from seeds witho
Torrent's main mechanisms and their design rationale [3]ploading in return. Locheet al. [13] proposed a source
Qiu et al. [17] developed a fluid analytical model of Bit-coding scheme to replace tit-for-tit incentives. Seedshis t
Torrent systems and studied the choking algorithm and #sheme only upload a fixed number of content pieces to each
effect on peer performance. They were the first to observe thgecher, thereby placing a hard limit on the data free-sider
optimistic unchokes may provide a way for leechers to freean obtain in this manner. Choet al. [4] presented another
ride. More recently, Faet al. [8] characterized the incentive modified seed unchoking algorithm that gives preference to
design space for BitTorrent-like protocols and presentedleechers who are either at the beginning or the end of their
model that captures the fundamental trade-off betweemperfdownload. They show that this algorithm considerably hurts
mance and fairness. Our analytical model is inspired by théiee-riders’ performance.
work. Additionally, Legoutet al. [10] observed that tit-for-tat  Lastly, there have been some other approaches to having
incentives tend to cause leechers to cluster together wigr® peers cooperate to download content. Wong'’s thesis [22]
having similar upload bandwidth. Our protocol facilitategs presents a system based on voluntkefper peers, who
explicitly by having the tracker assign such leechers to tl®wnload popular content pieces and upload them to others.
same team. However, it does not provide any incentives for the helpers
Other researchers have looked into the feasibility of freéhemselves. The 2Fast system [15] enablesolector peer
riding behavior, when peers attempt to circumvent protoctdd task others to download data on its behalf. However, it
mechanisms to download without uploading. Shneidreain provides no mechanism to enforce reciprocation of thisrfavo
al. [19] were the first to pinpoint that effective free-ridingin the future, but rather relies on social (friend) pressure
in BitTorrent is feasible. They briefly described an attackistead. In addition, it only helps improve the downloaderat
to the tracker and an exploit involving leechers lying abouif the collector. Our protocol’s goal, on the other handois t
the pieces they have. Jwet al. [9] argued that the choking improve download rates for all team members.

VII. RELATED WORK
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BTSlave [3] is a BitTorrent protocol extension that alsqie]

attempts to leverage a friends approach. It too suffers tiam
: . N 17]

absence of a mechanism to enforce reciprocation in thee‘utL}r
Lastly, Wanget al.[21] propose to utilize helpers for improved]1s]
performance, by having them download a small number 8f9]
random content pieces, which they then altruistically aglo
to those with a small fraction of the content. Their approagho]
does not address the issue of incentives for helpers, %]H
also creates an additional opportunity for free-riderspwhn
misreport their download progress to the tracker to receive
more data from helpers for free. Our protocol, on the oth&?l
hand, addresses all these problems by limiting free-ridimd
providing a clear incentive for leechers to join teams and
upload to others.

VIIl. CONCLUSION

We have presented an extension to the BitTorrent protocol
that mostly replaces optimistic unchokes with an alteweati
mechanism that is less susceptible to free-riding. Residlts
experiments on a controlled testbed demonstrate that free-
riders can attain significantly lower download rates in the
presence of teams, while the performance of contributirgpe
improves, as compared to the original protocol, providing a
clear incentive for peers to follow the honest team member
strategy. Maybe more importantly, the resulting systemasam
robust than regular BitTorrent: increasing numbers of -free
riders in the network have comparatively much lower negativ
impact on the performance of compliant peers.
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